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DETAILED ACTION 

1 . Claims 1-50 are pending. 

2. Information Disclosure Statements submitted 22 March 2001 , 7 December 2001 , 
3 December 2001, 17 July 2002, 12 November 2002, 13 January 2003, 2 September 
2003, 18 September 2003, and 6 January 2004 have been received and considered. 

Claim Rejections - 35 USC §112 

3. The following is a quotation of the second paragraph of 35 U.S.C. 1 1 2: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

4. Claims 8 and 40-41 are rejected under 35 U.S.C. 112, second paragraph, as 
being indefinite for failing to particularly point out and distinctly claim the subject matter 
which applicant regards as the invention. The cited claims list a plurality of types of 
data and as currently written state that the transaction data is all of these types as 
opposed to consisting of one of the types of data during a particular transaction. 
Examiner suggests the word "and" be changed to "or." 

Claim Rejections - 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
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the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

6. Claims 1-5, 8, 11-18, 20, 25-32, 38-40, 43-46, 48 are rejected under 35 U.S.C. 
103(a) as being unpatentable over Ahmad US Patent No 5,925,127 in view of Bruce 
Schneier's Applied Cryptography . Ahmad teaches a method for monitoring the use of 
rented software. 

7. With regards to claims 1 and 32, Ahmad teaches the performing of one or more 
gaming transactions on a gaming machine (Ahmad, column 1 lines 15-18 and 25-30, 
column 8 line 54 - column 9 line 37), and sending a message including the gaming 
transaction data to one or more remote servers (Ahmad, column 8 lines 54-64). Ahmad 
fails to teach the encrypting of the gaming transaction data. Schneier teaches the 
symmetrical encrypting of data (Schneier, Page 515 "Key Exchange Without 
Exchanging Keys", Pages 513-514 "Diffie-Hellman"), the asymmetrical encrypting of the 
symmetric encryption key using a public encryption key (Schneier, Page 515 "Key 
Exchange Without Exchanging Keys", Pages 513-514 "Diffie-Hellman"), and the 
sending of the encrypted symmetric encryption key to one or more remote servers 
(Schneier, Page 515 "Key Exchange Without Exchanging Keys", Pages 513-514 "Diffie- 
Hellman"). At the time the invention was made, it would have been obvious to a person 
of ordinary skill in the art to utilize Schneier's encryption method because it offers the 
advantage of increased security by allowing the exchanging of a secret key on a 
communications channel while preventing other users from listening in and determining 
the value of the secret key (Schneier, Page 514, Paragraph 3). 
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8. With regards to claims 1 1 and 25, Ahmad teaches the generating of game 
license request e data and a game license request message (Ahmad, column 1 lines 
15-18 and 25-30, column 8 line 54 - column 9 line 37), and sending a game license 
request message to a remote server (Ahmad, column 8 lines 54-64), receiving a game 
license reply message from the remote server (Ahmad, column 9 lines 38-48), and 
updating the license data on the gaming machine when the message includes a game 
license (Ahmad, column 9 lines 38-48, column 10 lines 32-34). Ahmad fails to teach the 
encrypting of the gaming transaction data. Schneier teaches the symmetrical 
encrypting of data (Schneier, Page 515 "Key Exchange Without Exchanging Keys", 
Pages 513-514 "Diffie-Hellman"), the asymmetrical encrypting of the symmetric 
encryption key using a public encryption key (Schneier, Page 515 "Key Exchange 
Without Exchanging Keys", Pages 513-514 "Diffie-Hellman"), and the sending of the 
encrypted symmetric encryption key to one or more remote servers (Schneier, Page 
515 "Key Exchange Without Exchanging Keys", Pages 513-514 "Diffie-Hellman"). At 
the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to utilize Schneier's encryption method because it offers the advantage of 
increased security by allowing the exchanging of a secret key on a communications 
channel while preventing other users from listening in and determining the value of the 
secret key (Schneier, Page 514, Paragraph 3). 

9. With regards to claims 2 and 12, Ahmad as modified teaches the contacting of a 
local ISP and sending the message via the local ISP (Ahmad, Figures 1 and 2). 
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10. With regards to claims 3, 13 and 30, Ahmad as modified teaches the looking up 
one the address of one of the remote servers (Ahmad, column 12 lines 15-19). 

1 1 . With regards to claims 4 and 14, Ahmad as modified teaches the encapsulating 
of encrypted transaction data and the encrypted symmetric key in multiple information 
packets (Schneier, Page 515 "Key Exchange Without Exchanging Keys", Pages 513- 
514 "Diffie-Hellman", Ahmad, column 8 line 54 - column 9 line 37, column 7 lines 18- 
45). 

12. With regards to claims 5 and 15, Ahmad as modified teaches the generating of a 
message signature allowing the message to be unambiguously identified as being from 
the gaming machine and appending the message signature to the message (Schneier, 
Page 37, "Signing Documents with Public-Key Cryptography"). At the time the invention 
was made, it would have been obvious to a person of ordinary skill in the art to utilize 
Schneier's method of signing messages because it offers the advantage assuring the 
receiver that the message is valid and allows validation of the source of the message 
(Schneier, Page 37, "Signing Documents with Public-Key Cryptography"). 

13. With regards to claims 8 and 40 (as best understood), Ahmad as modified 
teaches the gaming transaction data being accounting data, game usage data, game 
configuration data, software version data, a casino identification, machine status data, a 
time stamp, service priority data, licensing information, billing data, diagnostic data, and 
maintenance data (Ahmad, column 8 line 54 - column 9 line 44). 

14. With regards to claims 16, 27 and 46, Ahmad as modified teaches the game 
license data being symmetrically encrypted using a symmetric encryption key and the 
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symmetric encryption key being encrypted using a public key (Schneier, Page 37, 
"Signing Documents with Public-Key Cryptography", Ahmad, Ahmad, column 1 lines 15- 
1 8 and 25-30, column 8 line 54 - column 9 line 37). 

15. With regards to claim 17, Ahmad as modified teaches the game license data 
including a license expiration data (Ahmad, column 10 lines 21-27), a game ID number 
(Ahmad, column 9 lines 38-42, column 10 lines 21-27), game usage data (Ahmad, 
column 9 lines 1-5), software version data (Ahmad, column 9 lines 10-15), operator 
identification data (Ahmad, column 10 lines 21-27), time data (Ahmad, column 9 lines 1- 
5), date data (Ahmad, column 9 lines 1-5), and machine identification information 
(Ahmad, column 10 lines 54-59). 

16. With regards to claims 18 and 29, Ahmad as modified teaches the authenticating 
of the game license reply message (Ahmad, column 10 lines 50-67). 

1 7. With regards to claim 20, Ahmad as modified teaches the choosing of a game 
license selected from the group of a site license, an annual license, a monthly license, a 
daily license, or a per-use license (Ahmad, column 8 line 65 - column 9 line 10). 

18. With regards to claim 26, Ahmad as modified teaches the determining of a 
gaming machine owner (Ahmad, column 8 lines 54-58), generating a billing request 
message (Ahmad, column 8 lines 58-60), and sending the billing request message to 
the gaming machine owner (Ahmad, column 8 lines 54-64). 

19. With regards to claim 28, Ahmad as modified teaches the storing of the license 
request data (Ahmad, column 8 lines 60-64) and the license reply data (Ahmad, column 
9 lines 45-51). 
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20. With regards to claims 31 and 38, Ahmad as modified teaches the symmetric key 
included in the game license request data being decrypted using a private key and a 
game license request data being decrypted using the symmetric key (Schneier, Page 
37, "Signing Documents with Public-Key Cryptography", Ahmad, Ahmad, column 1 lines 
15-18 and 25-30, column 8 line 54 - column 9 line 37). 

21 . With regards to claim 39, Ahmad as modified teaches the memory selected from 
the group consisting of an EEPROM, flash memory, ROM, RAM, CD DVD, tape drive, 
hard drive, and non-volatile memory (Ahmad, column 6 lines 45-67). 

22. With regards to claim 43, Ahmad as modified teaches the remote server being 
selected from the group consisting of a game license server, a report server, a public 
key server, a game server, a software update server, a diagnostic server, a billing 
server, a gaming machine, and a maintenance server (Ahmad, column 8 line 54 - 
column 9 line 44). 

23. With regards to claim 44, Ahmad as modified teaches the memory storing IP 
addresses of one or more of the remote servers (Ahmad, column 12 lines 15-19, Figure 
2). 

24. With regards to claims 45 and 48, Ahmad as modified teaches the memory 
storing a private key for decrypting encrypted data (Schneier, Page 37, "Signing 
Documents with Public-Key Cryptography"). 

25. Claims 21-24 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Ahmad US Patent No 5,925,127 in view of Bruce Schneier' s Applied Cryptography and 
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Peterson et al US Patent No 6,052,512. Peterson teaches a migration mechanism for 
user data from one client to another. 

26. With regards to claim 21 , Ahmad teaches the performing of one or more gaming 
transactions on a gaming machine (Ahmad, column 1 lines 15-18 and 25-30, column 8 
line 54 - column 9 line 37), sending a message including the gaming transaction data to 
one or more remote servers (Ahmad, column 8 lines 54-64), and receiving a gaming 
transaction reply message from the remote server (Ahmad, column 9 lines 38-44). 
Ahmad fails to teach the encrypting of the gaming transaction data, the transaction 
being a gaming report request, the displaying of the report. Schneier teaches the 
symmetrical encrypting of data (Schneier, Page 515 "Key Exchange Without 
Exchanging Keys", Pages 513-514 "Diffie-Hellman"), the asymmetrical encrypting of the 
symmetric encryption key using a public encryption key (Schneier, Page 515 "Key 
Exchange Without Exchanging Keys", Pages 513-514 "Diffie-Hellman"), and the 
sending of the encrypted symmetric encryption key to one or more remote servers 
(Schneier, Page 515 "Key Exchange Without Exchanging Keys", Pages 513-514 "Diffie- 
Hellman"). Peterson teaches the requesting of report data regarding games (Peterson, 
column 12 lines 32-38, Figure 2) and the displaying of the report data after receiving a 
response to the request (Peterson, column 12 lines 8-9). At the time the invention was 
made, it would have been obvious to a person of ordinary skill in the art to utilize 
Schneier's encryption method because it offers the advantage of increased security by 
allowing the exchanging of a secret key on a communications channel while preventing 
other users from listening in and determining the value of the secret key (Schneier, 
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Page 514, Paragraph 3) and it would it would have been obvious to a person of ordinary 
skill in the art to utilize Peterson's method of requesting and displaying report data 
because it offers the advantage of allowing the evaluation of the performance of a user 
of the system (Peterson, column 2 lines 3-15). 

27. With regards to claims 22 and 23, Ahmad as modified teaches the contacting of a 
local ISP and sending the message via the local ISP (Ahmad, Figures 1 and 2, Peterson 
Figure 2). 

28. With regards to claims 24, Ahmad as modified teaches the looking up one the 
address of one of the remote servers (Ahmad, column 12 lines 15-19). 

29. Claim 6-7, 38, 41-42, and 47 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Ahmad US Patent No 5,925,127 and Bruce Schneier's Applied 
Cryptography as applied to claims 1 and 32 above, and further in view of Peterson et al 
US Patent No 6,052,512. 

30. With regards to claims 6 and 38, Ahmad as modified fails to teach the 
determining if an acknowledgement message is received and resending if not. Peters 
teaches the use of the TCP/IP protocol (Peterson, column 16 lines 31-33). The TCP 
protocol includes acknowledgement messages and resends messages when 
acknowledgements aren't received. At the time the invention was made, it would have 
been obvious to a person of ordinary skill in the art to utilize Petersons's method of 
acknowledging messages because it offers the advantage of ensuring the proper 
delivery of a message. 
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31 . With regards to claim 7, Ahmad as modified teaches the remote server selected 
between a license server Ahmad, column 1 lines 15-18 and 25-30, column 8 line 54 - 
column 9 line 37), but fails to teach the remote server being a report server. Peterson 
teaches the remote server being a report server (Peterson, column 12 lines 32-38, 
Figure 2). At the time the invention was made, it would have been obvious to a person 
of ordinary skill in the art to include Peterson's report server because it offers the 
advantage of allowing the evaluation of the performance of a user of the system 
(Peterson, column 2 lines 3-15). 

32. With regards to claims 41 and 47, Ahmad as modified teaches the gaming 
transaction request/reply being a game license request/reply, a report request/reply, a 
maintenance request/reply, a software version request/reply, a billing request/reply, a 
digital signature request/reply, an identification request/reply, a fund transfer 
request/reply, a configuration request/reply, and a diagnostic request/reply (Ahmad, 
column 8 line 54 - column 9 line 44, Peterson, column 12 lines 32-38). 

33. With regards to claim 42, Ahmad as modified teaches the displaying of a report 
received in reply to a report request (Peterson, column 12 lines 8-9). At the time the 
invention was made, it would have been obvious to a person of ordinary skill in the art to 
utilize Peterson's method of requesting and displaying report data because it offers the 
advantage of allowing the evaluation of the performance of a user of the system 
(Peterson, column 2 lines 3-15). 
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34. Claims 9-10 and 49-50 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Ahmad US Patent No 5,925,127 and Bruce Schneier's Applied 
Cryptography as applied to claims 1 and 32 above, and further in view of Boesch US 
Patent No 6,125,185. 

35. With regards to claims 9-10 and 49-50, Ahmad as modified fails to teach the 
selecting of a symmetric encryption key from a pool of keys and the encrypting of the 
first transaction data with a first symmetric encryption key and a second transaction 
data with a second encryption key. Boesch teaches the selecting of a symmetric 
encryption key from a pool of keys and the encrypting of the first transaction data with a 
first symmetric encryption key and a second transaction data with a second encryption 
key (Boesch, column 5 lines 1-21 , column 4 lines 2-5). At the time the invention was 
made, it would have been obvious to a person of ordinary skill in the art to utilize 
Boesch's method of choosing from a pool of symmetric keys and encrypting each 
transaction with a new key because it offers the advantage of reducing the risk of 
having sensitive information compromised (Boesch, column 1 lines 13-23) and helps 
level demands on computational resources by having encryption keys ready for use 
prior to their actual need (Boesch, column 3 lines 42-47). 

36. Claims 19, 33-35, and 37 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Ahmad US Patent No 5,925,127 and Bruce Schneier's Applied 
Cryptography as applied to claims 1 1 and 32 above, and further in view of LaDue US 
Patent No 5,99,808. LaDue teaches a wireless gaming method. 
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37. With regards to claims 19 and 37, Ahmad as modified fails to teach the game 
being played being video slot, lottery, poker, blackjack, or pachinko. LaDue teaches the 
playing of poker and blackjack (LaDue, column 13 lines 28-32). At the time the 
invention was made, it would have been obvious to a person of ordinary skill in the art to 
allow the playing of casino games because it offers the advantage of providing a 
gaming system that may be marketable to large casinos (LaDue, column 1 lines 55-67). 

38. With regards to claim 33, Ahmad as modified teaches the network interface being 
a wire line interface but fails to teach the interface being a wireless interface. LaDue 
teaches the use of a wireless network interface (LaDue, column 7 lines 17-39). At the 
time the invention was made, it would have been obvious to a person of ordinary skill in 
the art to utilize LaDue's method of communication because it offers the advantage of 
allowing a player to participate in a game from a remote location wirelessly (LaDue, 
column 2 lines 1-8). 

39. With regards to claim 34, Ahmad as modified fails to teach the use of an antenna 
for transmitting and receiving communications over the wireless interface. LaDue 
teaches the use of an antenna for transmitting and receiving communications over the 
wireless interface (LaDue, column 7 lines 17-39, Figure 1B). 

40. With regards to claim 35, Ahmad as modified fails to teach the use of a modem 
for transmitting wirelessly or by wire line. LaDue teaches the use of a modem (LaDue, 
column 11 lines 38-42). 
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41 . Claim 36 is rejected under 35 U.S.C. 103(a) as being unpatentable over Ahmad 
US Patent No 5,925,127 and Bruce Schneier's Applied Cryptography as applied to 
claim 32 above, and further in view of Colosso US Patent No 6,169,976. Colosso 
teaches a method and apparatus for regulating the use of licensed software. 

42. With regards to claim 36, Ahmad as modified teaches the of a firewall for filting 
communications received at the network interface (Colosso, column 7 line 66 - column 
8 line 6). At the time the invention was made, it would have been obvious to a person of 
ordinary skill in the art to utilize Colosso's method of using a firewall because it offers 
the advantage of preventing unauthorized clients from connecting to servers behind the 
firewall (Colosso, column 8 lines 4-6). 

Conclusion 

43. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

44. Christiano US Patent No 5,671 ,412 disclose a license management system for 
software applications. 

45. Stefik US Patent No 5,71 5,403 discloses a system for controlling the 
distributation and use of digital works having attached usage rights. 

46. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Andrew L Nalven whose telephone number is 703 305 
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8407. The examiner can normally be reached on Monday - Thursday 8-6, Alternate 
Fridays. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gregory Morse can be reached on 703 308 4789. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 

Andrew Nalven 




GREGORY MORSE 
SUPERVISORY PATENT EXAMINER 
TECHNOLOGY CENTER 2100 



